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6 Phishing
Red Flags

Cybercriminals send more phishing emails now 
than ever before. When you receive an email, it's 
important to look for any red flags.

What is phishing?
Phishing is a type of social engineering cyberattack that 
uses deceptive message, such as email, texts, or websites 
to trick people into revealing sensitive information like 
passwords, credit card numbers, or financial details. 
Attackers impersonate a trustworthy source so that the 
victim's guard is down, often creating a sense of urgency 
or fear to get them to click on malicious links, download 
malware, or provide personal information. 

How does it work?
The attacker sends a message pretending to be a legitimate 
or reputable company, a known contact, or a figure of 
authority (such as a police officer). These messages can 
come as emails, text messages, or phone calls. The goal is to 
lure the victim into taking a specific action, like clicking on 
a link to a fake website or opening a malicious attachment. 

What can I do to protect myself against phishing?
Learning to spot red flags in phishing messages can help you 
stop the attack before it starts. When in doubt, don't click 
the link. If you're ever worried that it might be legitimate, 
call the business or person at a trusted phone number to 
confirm.

What do I do if I fell victim to a phishing scam?
Call F&M Bank immediately if you think you have fallen victim 
to a phishing scam. The earlier our Fraud team is involved in 
fraud situations, the more likely we are to recover funds or 
cancel fraudulent transactions before they go through.

Applies pressure and 
authority to intimidate 
the recipient to act 
quickly.

Check the email address: Slight variations or too generic 
are suspicious. Ex: @microsft.com (missing the "o")

Contains spelling errors and/or poor grammar. Does it 
sound like the sender that you know?

Message may be really short, succinct, and lack context.

Payment is demanded by gift cards, wire transfer, or 
cryptocurrency.

Trust your gut and your instinct. If a message doesn't feel 
right, don't click or reply. Call a trusted source to confirm.

F&M Bank will never ask for your 
online banking password. 

F&M Bank has received reports of suspicious phone calls appearing to come from the 
bank. If you receive a phone call and something feels off, hang up and contact F&M 

Bank directly using a known and trusted phone number.
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Spot the Red Flags

Christmas New Years
The F&M Bank team wishes you and your family a Merry Christmas and Happy New Year!

Happy Holidays!

More information on cut-off times for transactions can be found at www.fmbank.biz/holiday-hours

Wednesday, December 24
Thursday, December 25

Wednesday, December 31
Thursday, January 1

Closed at 12:00PM
Closed

Closed at 3:00PM
Closed



Bonny, Customer Service Representative, comes 
to F&M Bank after working in the finance and 
insurance industries. Bonny and her husband 
Nick live in Earlville with their daughter, Mia. In 
her spare time, she enjoys going to Iowa State 
games and golfing. Welcome, Bonny!

Bonny Klaren
W E L C O M E  N E W  T E A M  M E M B E R S I N  T H E  C O M M U N I T Y

RMC Gold Sponsorship

Community Childcare of Manchester

Pineapple Gala

F&M Bank is proud to be a Gold Sponsor of Regional 
Medical Center. 

F&M Bank is proud to be a Gold Sponsor of Community 
Childcare of Manchester!

F&M Bank is proud to sponsor tables for the Camp 
Courageous Pineapple Gala. Camp Courageous is a 
year-round recreational and respite care facility for 
individuals of all ages with special needs. 3

C E L E B R A T I N G  P R O M O T I O N S

As F&M Bank celebrates a century in business, we have learned 
many valuable lessons along the way. In October, we hosted a 
luncheon featuring a panel of local business owners and F&M 
Bank President and CEO Nate Dunn, as well as keynote speaker 
Joe Micallef, a business consultant.

Joe spoke on the three 
pillars that define a 
legacy mindset, including 
Product, Process, and 
People. "People bring your 
purpose to life," said Joe. 
"Businesses don't build 
relationships - relationships 
build businesses." 

F&M would like to thank 
Duane Smith and Joe 
Schmitt for taking the time 
to share their experiences 

and hard-earned life lessons with our guests. Duane is currently 
a Chairman of TrueNorth Companies and First MainStreet 
Insurance. Joe Schmitt is the CEO of Rapids Foodservice Contract 
and Design. 

Thank you for celebrating our 100 year anniversary at our annual 
Have Lunch with Us event in September, catered by Fareway, Del. 
Co. Cattlemen, and Del. Co. Pork Producers. 

Congratulations to F&M Bank for being named 
one of the Coolest Places to Work by the Corridor 
Business Journal! The 2025 awards were held on 
Wednesday, November 19 at Big Grove Brewery & 
Taproom in Cedar Rapids.

Duane Smith, Nate Dunn, and Joe Schmitt were the panelists 
at our event, answering submitted questions and sharing 
their wisdom and thoughts on building and sustaining a 
legacy business.

F & M  B A N K  E V E N T S

Sustainable Success

Have Lunch with Us F&M Bank is 
the Coolest

Congratulations to Deann McDonald 
on celebrating 15 years at F&M Bank! 
Deann is an Executive Vice President in 
Human Resources. 

Congratulations to Katie Hubbard on 
celebrating 15 years at F&M Bank! 
Katie is an Assistant Vice President and 
Board Secretary.

Deann McDonald

Katie Hubbard

T E A M  C E L E B R A T I O N S

Congratulations to Deb Worm on her promotion 
to Senior Vice President! Deb has been with 
F&M Bank since 2016.

Congratulations to Mitchel Mangold on his 
promotion to Commercial Banking Associate! 
Mitchel has been with F&M Bank since 2022.

Deb Worm

Mitchel Mangold

Hygiene Kits
F&M Bank team members recently assembled and 
delivered 100 personal hygiene packages for WD 
students. These care packages - including deodorant, 
haircare, and teeth-cleaning products - will be 
distributed to students in need during the school year.

2

A  M E S S A G E  F R O M  O U R  P R E S I D E N T

With Gratitude,

Nathaniel W. Dunn  •  President & CEO
ndunn@fmbank.biz

100 Year Block Party 
June 7, 2025

To Our Valued Clients
F&M Bank exists today for three very important reasons.  First, to allow our clients to live out 
their personal and professional dreams.  We exist to serve you, our valued clients.  Second, 
to encourage our team members to live out their best version of themselves.  Third, to make 
a greater impact in our communities collectively versus individually.  As F&M Bank continues 
to build upon “One Team, One Culture with One Vision”, we want to continue to keep our 
“Why” at the forefront.

2025 was certainly a very special year for our F&M Family.  We spent the entire year 
celebrating our 100th Anniversary, through many different events.  We kicked things off in 
Manchester with an EPIC Block Party Celebration in June.  The city graciously allowed us to 
close a full city block, where we treated over 2,500 guests to a band of locally grown talent, 

Not Quite Brothers.  Along with the band, guests were treated to local street vendors and local businesses pitching in to 
make it a unique celebration.  Certainly, a night that will be remembered, forever.  

Next was our Cedar Rapids Metro Economic Alliance Biz Mix which we hosted at our 1st Avenue location.  This was another 
special event which featured live music from a local musician, Billy Heller, and a local food truck.  Mayor Tiffany O’Donnell 
and the President of the CR Metro Economic Alliance, Juliet Abdel, were there to support our event, while sharing a few 
words with our audience.  Our team truly enjoyed connecting with our clients and community members.

We once again hosted our “Lunch with Us” events in Anamosa, Manchester and Vadnais Heights, with 100-year celebration 
themes.  Understanding that our clients look to F&M as a trusted advisor, we decided to host two “Building a Legacy 
Business” events, one in Iowa and one in Minnesota.  Guests were treated to a panel discussion of local legacy business 
owners, and a presentation by Joe Micallef on how People, Products and Processes can help you build a roadmap to 
become a legacy business.

We topped the year off with a special celebration at our annual Bankwide Training in Mason City, Iowa.  Team members 
were treated to a full day of celebration and a special 100-year gift, while enjoying one another’s company.  These different 
events have all been built around the century celebration, but more importantly, they have deepened our connection 
between our team, our clients and the communities we proudly serve.  

Thank you to everyone who helped us celebrate in one form or fashion, this year.  2025 will truly be a year to remember.

As we look forward to 2026, the Federal Reserve seems to be in the mode of cautiously lowering interest rates, while 
continuing to monitor inflation and the labor market.  Tariffs and their long-term effects will continue to be discussed and 
monitored by all business owners, while everyone is in a “wait & see” mode, as negotiations continue.  The local economy 
in general seems to be in pretty good shape, but there are always pockets or industries dealing with unique challenges.

Your F&M Team is here to Exceed Expectations, while serving you, our valued clients.  We are successful when the clients 
and communities we serve are successful.  Maybe you know of someone who currently banks with an institution that is no 
longer present in our marketplace or unhappy with their service, if so, we would appreciate an introduction.  After all, word 
of mouth is the most flattering form of marketing.  Wishing you all a very Merry Christmas and a Happy New Year.

Leaders Who Lunch is a mentoring program that pairs young 
students with area professional women for a conversation about 

goals, conflict management, teamwork, and other topics over 
lunch. Join us in Manchester! Scan the QR code to learn more.

Become a Leader!


